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ENERGY-THEFT DETECTION ISSUES FOR ADVANCED METERING INFRASTRUCTURE IN SMART GRID

ABSTRACT:
With the proliferation of smart grid research, the Advanced Metering Infrastructure (AMI) has become the first ubiquitous and fixed computing platform. However, due to the unique characteristics of AMI, such as complex network structure, resource-constrained smart meter, and privacy-sensitive data, it is an especially challenging issue to make AMI secure. Energy theft is one of the most important concerns related to the smart grid implementation. It is estimated that utility companies lose more than $25 billion every year due to energy theft around the world. To address this challenge, in this paper, we discuss the background of AMI and identify major security requirements that AMI should meet. Specifically, an attack tree based threat model is first presented to illustrate the energy-theft behaviors in AMI. Then, we summarize the current AMI energy-theft detection schemes into three categories, i.e., classification-based, state estimation-based and game theory-based ones, and make extensive comparisons and discussions on them. In order to provide a deep understanding of security vulnerabilities and solutions in AMI and shed light on future research directions, we also explore some open challenges and potential solutions for energy-theft detection.

INTRODUCTION
The power grid has become a necessity in the modern society. Without a stable and reliable power grid, tens of millions of people’s daily life will be degraded dramatically. For instance, the India blackout in July 2012 affected more than 60 million people (about 9% of the world population) and plunged 20 of Indian 28 states into darkness. Indeed, the traditional power grid, which is surprisingly still grounded on the design more than 100 years ago, can no longer be suitable for today’s society. With the development of information system and communication technology, many countries have been modernizing the aging power system into smart grid, which is featured with two way transmission, high reliability, real-time demand response, self-healing, and security. Within smart grid, Advanced Metering Infrastructure (AMI) plays a vital role and is associated with people’s daily life most closely. AMI modernizes the electricity metering system by replacing old mechanical meters with smart meters, which provide two-way communications between utility companies and energy customers. With the AMI, people can not only read the meter data remotely, but also do some customized control and implement fine-coarse demand response. 

In addition, the real-time data collected from the smart meters can improve the reliability of the distribution grid by avoiding line congestion and generation overloads. The utility companies can also provide faster diagnosis of outage and dynamical electricity price thanks to the AMI. Hence, AMI has attracted great attention from many stakeholders, including utility companies, energy markets, regulators, etc. AMI technologies are rapidly overtaking the traditional meter reading technologies and millions of smart meters are equipped in the household all over the world.

. Due to the nature of non-technical loss during transmission of electrical energy, it is very difficult for the utility companies to detect and fight the people responsible for energy theft. The unique challenges for energy theft in AMI call for the development of effective detection techniques. However, so far, few studies have elaborated what have been achieved and what should be done for these challenges. As a result, we are motivated to investigate energy-theft issue in AMI, which is of critical importance to the design of AMI information networks and has been considered as one of the highest priorities for the smart grid design. In this paper, we provide a state-of-the-art survey of existing energy-theft detection schemes in AMI.





BLOCK DIAGRAM:
 (
AC 
LINE
) (
RELAY
) (
CURRENT
SENSOR
) (
LOAD
)


	
 (
LCD
) (
ZIGBEE
) (
PC
) (
MAX 232
) (
INTERFACING 
CIRCUIT
) (
ZIGBEE
) (
MICRO CONTROLLER
)










TRANSMITTED BLOCK





RECEIVING BLOCK



HARDWARE USED
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3. MICRO CONTROLLER
4. 16x2 LCD
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3. TERMINAL WINDOWS



Further Details Contact: A Vinay 9030333433, 08772261612
Email: takeoffstudentprojects@gmail.com | www.takeoffprojects.com



image1.png
takeoff

i Techmatoores (7 140




