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TOWARD A SECURE WIRELESS-BASED HOME AREA
	NETWORK FOR METERING IN SMART GRIDS	

ABSTRACT
Compared to the conventional grid, the smart grid requires active participation of consumers to improve the quality and reliability of power delivery. The increase in consumer participation is expected from the advanced metering infrastructure (AMI), commonly known as the smart meter, which has the capability of supporting various functions beyond that of recording energy usage. One of the primary objectives of the AMI is to allow load and cost management for the utility. This is envisioned partly through a communication system implemented between the smart meter and consumer equipment, currently deployed using wireless networking solutions such as ZigBee. 

Due to the shared nature of the wireless medium, however, these deployments face security challenges and interference issues, which must be addressed, taking into account the interests of both the utility company and the consumer. This work takes a comprehensive look at wireless security in the smart-meter-based home area network scenario and identifies possible vulnerabilities. Subsequently, some countermeasures are developed that can be used by both the utility company and the customer and are integrated into a common framework called Secure HAN that can be agreed to by both. In addition, the experiences from implementing the Secure HAN framework using commercial off-the-shelf hardware are described, including possible challenges.

INTRODUCTION
The electrical power industry is experiencing major challenges in the twenty-first century. Two significant developments are based on smart grid technology an automated system with improved communication and electric vehicles (EVs). These are expected to change the way energy is consumed by residential customers. Advanced metering infrastructure (AMI) is introduced at residential levels to incorporate these changes. With the introduction of AMI technology, a two way communication between a “smart” meter and the control center as well as the meter and residential power equipment would be facilitated for demand response, dynamic pricing, and system monitoring. In addition, AMIs could be used for greenhouse gas-emission mitigation. 

This work focuses on aspects of communication between the AMI and terminal residential equipment. Any home area network (HAN) used for a smart-meter application should have enhanced security features to ensure that necessary and accurate information is communicated to the smart meter by every piece of equipment. Possible malicious behavior in complying with this process could include any information not reported to the smart meter by an intentional action of the consumer or any action by a third party (like a neighbor) to modify the information of a consumer that would give them higher priority or other benefits. 

A wireless-based HAN2 for smart meters, with all of its advantages, comes with more security challenges than possibly any other solution due to the shared wireless medium. Based on a survey of the literature and our discussions with engineers and experts in the power system area, not much is known about how secure a wireless HAN can be for the smart-meter application. For example, there have been visionary documents on smart grids which call for improved security. There are researchers who have specifically focused on security and AMI and called for more work to be done in ensuring a secure framework, with some actually proposing such a framework or architecture on which to build solutions. What has been lacking, however, is a concrete low-level approach that looks at various possible attacks to such a wireless HAN.

 This work takes a comprehensive interdisciplinary look at wireless security in the smart-meter-based HAN by identifying a wide range of possible attacks. Furthermore, we develop countermeasures that can be taken by both the utility company and the customer and integrate the various countermeasures into a common framework that can be agreed upon by both. 


A key aspect that differentiates security in the smart-meter HAN from traditional work on wireless network security is that there are two different entities whose interests must be kept secure: 1) the utility company, who must be sure that nobody, including the customer, can tamper with the measurement and control of devices as agreed upon; and 2) the customer, whose privacy must be guarded at all times when the smart meter is collecting and relaying data, and that personal device management preferences are honored at all times. Such two-party agreements provide a different dynamic than a traditional wireless sensor network application for the home where all devices are under the control of only one administrative authority, typically the consumer.
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	RECEIVING BLOCK

HARDWARE USED
1. CURRENT TRANSFORMER
1. RELAY
1. LCD DISPLAY
1. ZIGBEE
1. PERSONAL COMPUTER
1. MICROCONTROLLER

SOFTWARE USED
1. MP LAB
1. CCS C COMPLIER
1. TERMINAL WINDOWS
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