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A SMART PREPAID ENERGY METERING SYSTEM TO CONTROL
ELECTRICITY THEFT

ABSTRACT
Power utilities in different countries especially in the developing ones are incurring huge losses due to electricity theft. This paper proposes a prepaid energy metering system to control electricity theft. In this system a smart energy meter is installed in every consumer unit and a server is maintained at the service provider side. Both the meter and the server are equipped with GSM module which facilitates bidirectional communication between the two ends using the existing GSM infrastructure. Consumers can easily recharge their energy meter by sending a PIN number hidden in a scratch card to the server using SMS. This paper presents some measures to control meter bypassing and tampering. The bidirectional GSM communication using SMS ensures the effectiveness of these measures. Pilferage of electricity can be substantially reduced by incorporating the proposed measures along with the prepaid metering scheme. Legal actions against dishonest consumers can also be taken in this system.

INTRODUCTION
Electricity theft has emerged as a serious problem in power sectors especially in the developing countries. A huge amount of revenue is lost due to electricity theft. In some countries this is so severe that governments are incurring losses instead of revenue. In some cases government has to provide subsidies to the power sector to maintain a reasonable price of electricity. 
The financial loss results in shortage of funds for investments to expand the existing power capacity and as a result governments are failing to satisfy the ever increasing demand of electricity. In some cases this problem has become so extreme that the affected power systems are near bankrupt. Power theft is a concerned issue even in the most efficient power systems like in USA and moderately efficient system like in Malaysia. 
However, in developing and under developed countries the practice of power theft is so common that it is often kept out of discussion. Electricity theft includes tampering meters to show a low meter reading, stealing electricity bypassing a meter, billing irregularities and unpaid bills. Billing irregularities comprise inaccurate meter reading taken by bribed service man and intentional fixing of the bill by office staffs in exchange of illicit payments from the consumer. 
Different nontechnical and technical methods were proposed in the past to detect electricity pilfering. Nontechnical methods may include inspection of the customers with suspicious load profile. Although periodic inspection can substantially reduce theft, such measure requires large manpower and huge labor. Such effort also fails in most cases due to the dishonesty of the staffs. Some of the technical ways to detect pilferage are use of central observer meter at secondary terminals of distribution transformer, harmonic generator, genetic support vector machines, extreme learning machine, power line impedance technique. However, these technical approaches can be effectively implemented only if proper communication is ensured between the central control station and the appropriate test points.
 Recently, prepaid energy meters based on GSM network has been proposed. These meters incorporate the facility of prepaid metering system and remote load control. This prepaid metering system can be further matured to address the problem of electricity theft. In this paper, we have proposed a GSM based prepaid energy metering system which deals with different aspects of electricity theft. The proposed system prevents irregularities of billing, reluctance of consumers to pay bills in time, meter tampering and bypassing.
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HARDWARE USED
1. ENERGY METER
2. POTENTIAL TRANSFORMER
3. RELAY
4. CURRENT TRANSFORMER
5. Controller
6. LCD DISPLAY
7. GSM MODULE
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